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Instructions: 
i) All questions are compulsory, and figures to the right indicate h11l marks. 
ii) Questioils of 2 marks to be answered in not more than 40 words. 
iii) Questions of 3 marks to be answered in not inore tha1160 words. 
iv) Questions of 5 marks to he answered in not more than 100 words. 

Q.1) Explain the following briefly: - 
i) Cyberspace 
ii) Social media platform 
iii) Social engineering attack 
iv) Aadhar Enabled t'ayment Services 
v)  Security patch management 
vi) IT Act 2000 

(6 x 2 Marks) 

4.2 A) i) Explain any four issi~cs and challenges related to social mcdia platforms. (4) 
ii) What is meant by digital payment? (1 'l 

OR 
Q.2 A) iii) Explain social media privacy and any two best practices for maintaining (4) 

privacy on social media. 
iv) Name one common fraud related to digital payments. (1 )  

Q.2 B) i) I,ist and brieflj dcscrihc livc difi'ercnt types of social media. 
ii) What is the main role ofantivirus ? 

Q.3 A) i) Briefly describe two types ol'cybercrimes targeting computers & niobiles. (3) 
ii) What docs thc tcrn~ "viral content" mean? (2) 

OR 
Q.3 A) iii) Summarize the t l  pica1 nlotlt~n O / I C J I * L I M ~ ;  used by cyhercriminals in financial (3) 

frauds. 
iv) Describe one chnllcnpe fr~ccd by users on online social networks. (2) 
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Q.3 B) i) Explain how digital pajn~ent systems work, with their kej components (5) 
and stakeholders. 

ii) Explain in simple tertns why a password-protected Wi-Fi network is safer (2) 
than open network. 

Q.4 A) i) What are inalware and ransonlwure attacks'? Briefl~ e~plain~their impact on (3) 
a systern. 

ii) Mention two best pr~ctice for ensuring t+,-('ommer-cc securitj. (2) 
OK 

Q. 4 A) iii) What is the significa~lcc of reporting cybercrirncs promptly? Briefly outline (3) 
two benefits ot'doing so. 

iv) Identify two key stakeholders involved in a digital pay~nent transaction. (2) 

4.4 B) i) Describe how a strong password policy improves device security. (5) 
ii) If you want to rvport inappropriatu content on a social media platform, what (2) 

general steps ~ . o u l d  you follow? 

Q.5 A) i) A user receives a ~uspicious message asking for their l IPI PIN. Rased on (3) 
your understandint! of digital payinent liauds. outli~le the steps the user should 
take to protect thcrnsclvcs. 

ii) Describe one i~nl>ortant data backup practice and csplain Ilow it helps in (2) 
case of accidental data deletion. 

OK 
iii) An E-Comn~erce webcite cvperic~lces a data breach exposing customer (3) 

information. Based on I.,-C'ommerce security best practices, recommend three 
measures the cornpl-~oy sllould itnplement inimecliatcly. 

iv) A user's mobile phone is running slowly due to outciated \olltware. Briefly (2) 
explain one imnlediate btcp they should take and nhy it is important for security. 

Q.5 B) i) If someone becomes a \iictin~ ol'online 11:~rassment in India, explain the (5) 
steps the] should take to report the incident. Mention at least one relevant 
organization they can coiltact. 

ii) Give an example ot'how a business can use social media marketing to (2) 
promote its products. 
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